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Introduction

Aim of the O2I (Oncology Over Internet) project is to realize a web portal specifically addressed to oncology and molecular biology specialists. 

The goals of O2I are the design, development and prototype implementation of an intelligent system accessible from Internet and able to offer the following services: 

1. To consent the formulation of complex queries on an heterogeneous set of data bases and web sites, on the basis of a set of pre-defined logical paths and pre-defined searching criteria;

2. To access the databases of the involved sites and to perform the necessary searches using, wherever possible, new technological standards (e.g. XML);

3. To filter and integrate together the various results ;

4. To provide the end user with the results in aggregate form.

These goals have been achieved by means of technologies like "web services" and "workflows". Web services are applications that execute specific functionalities like, for example, perform data queries on data-bases spread all over the world. Workflows are aggregations of web services and are able to assembly these services in order to execute complex functions, without the need to create new SW components.

To execute the search using workflows (adopting "ontology" concepts) and to display the results, it is necessary to install a library for the execution of these operations, and to have a Java virtual machine available. The library previously mentioned must be inserted in the path “lib\ext” (in Windows XP environments) or “lib/ext” (in Linux environments). In the authentication page there is a link to a document containing the instructions to install the library. 

Users who don't have administrator privileges on their computer, or who are not expert in information technology, must contact the system administrator to configure their machine.

Note that the library’s size is 13,4 MB (Figure 1), so it is necessary a broadband Internet access on wide band (link to GARR, light cable, ADSL, ecc.). 
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Figure 1: Dialog box to download the library.

The library is used for the execution of Java applets, therefore their use should not be disabled in the Internet browser. The Java applets, being programs, could potentially cause hard damages to the computer or steal reserved information. To avoid severe security problems, suitable precautions must be taken by the browser that, together with the Java Virtual Machine, must execute applets in a protected and isolated environment. In this way their functionalities are limited, preventing the access to the disk on the client’s machine and the network connection with any other node except for the O2I web portal server.

To guarantee security and to allow the user to identify the applet's author, the "digital signature" method, which uses a certificate for user’s guarantee, has been adopted. When the browser receives a signed applet, the user is notified by the browser a dedicated message and can see the certificate. So, he can decide if trusting or not the applet’s author; in this way the user allows or denies the execution of the applet.

To manage the session and for the selection of other options, it is necessary to activate the cookies.

Chapter 1 - Logon in the Web Portal

To access the O2I portal, insert the appropriate address in the address bar of the used browser. The address is: http://149.132.158.111:8080/o2i/ (Figure 2).

Once the start page of the portal is reached, it is necessary to "authenticate" yourself: you have to type-in the username and the password chosen during the registration phase.

If it is the first time that you access the portal, click with the left button of the mouse on the "register" tag: it will appear a new web page allowing the insertion of the data required for the creation of your user profile. This information is used by the system to recognize each user and present him, at portal access time, the workflows (s)he has recently used. Moreover, this profile is used to perform some searches (on the workflows) on the basis of the user's role (biologist, oncologist, etc.)

The registration page is made up by 2 sections: in the first one the data needed for the authentication (and therefore for the access) are grouped, while the second contains personal information.

More specifically, in the first section the following fields have to be filled:

· "Username": Insertion of the username (alphanumeric characters)

· "Password": Insertion of the secret password used to access the portal (6 or more alphanumeric characters).

· "Re-type Password": Repetition of the secret password.

In the second section the following fields have to be filled: 

· "First Name" (alphabetic characters)

· "Last Name" (alphabetic characters)

· "Role" (list of single-choice entries, for example: biologist, oncologist, other)

· "E-Mail Address" (according to the formalism userlogin@domain.suffix)

· "Domain": field of research of the user (list of single-choice entries, for example: Any, Clinical Studies, DNA Studies, HIV Studies, etc.)

· "News": It allows to choose if the user wants to receive news information form the portal (Yes/No mutually exclusive choice)

To allow a user to access the portal as "administrator" it is necessary, for security reasons, to insert this option directly inside the database.
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Figure 2: Authentication page

As previously said, in order to authenticate yourself you have to insert the username and the password. Should these data be missing or wrong, an error message will be generated.

After the authentication phase has been completed, you will reach a new web page split in three main sections: Title Area (top), Functions Area (lower left) and Working Area (lower right) (Figure 4). 

The Title Area is separated from the other areas by means of a blue-coloured bar where it is displayed the user name, the button to "clone" the window (on the left) and the one for exiting the portal (on the right).

In the Functions Area there are eleven buttons grouped in three blocks and identified by different colours: blue for searching functions, yellow for results processing functions and green for the personal profiles management.

In the Working Area are visualized the workflows searched on the basis of specific filters, the workflow data, the results of execution runs, etc.
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Figure 3: Registration page

Chapter 2 - Workflows’s search

After the authentication phase has been completed it is possible to access the functionalities and the services offered by the portal. In particular, at the time of the first access the portal, in the Working Area (lower right) it will be shown the list of the workflows more often executed by the category the user belongs to. In the next accesses the list of the workflows already executed by the user will be shown.
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Figure 4: Main page

Almost all the results of a search will be presented by a table composed by the following fields:

· Workflow = It includes the name of the workflow, the “Details” button allows to get more information and the “Run" button to start the execution

· Description = Description of the workflow

· Version = Version of the workflow
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Figure 5: Page of the details

In the page of details related to a workflow there are two set of information: the details relevant to the workflow and the details relevant to the used version (Figure 5). From this page it is possible to go back to the previous one clicking on the "Back" button or to execute the workflow clicking on the "Run" button. 
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Figure 6: Page dedicated to the insertion of the input data

If the user chooses to execute the workflow (clicking on “Run”), a page dedicated to the insertion of the input data will appear (Figure 6). The number of the fields to be filled depends on the selected workflow. To know which is the type, the allowed interval of values, or the admitted words in input, it is sufficient to read the description provided under each field.

After all the input data have been provided, a click on the "execute" button will activate the execution of the workflow, signalled by the display of a new page including the message “Execution in progress...”.

At the end of the processing (if it is completed in a short time) the results produced by the workflow will be displayed. Otherwise, the execution will proceed in background mode and its completion will be notified by means of an e-mail containing the link to the obtained results.

To execute the functions of the portal it is necessary to search for them and execute them (as previously explained). The available search functions are the following:

· "All workflows list": Displays all the workflows.

· "My last executed": Displays the last workflows executed by the user.

· "My domains workflows": Displays the workflows related to the user's working domain.

· "My role most popular": Displays the workflows most popular with respect to the user's role

· "My role last executed": Displays the last workflows executed by the users who having the same role of the current user.

· "Search by ontology": Searches the workflows on the basis of an "ontology" of key-words.

As previously explained on the basis of the selected criteria, the results table will include a certain set of fields; some of them will be common to all the tables, while other ones will be specific for the selected criteria.

All workflows list

· Workflow: It includes the name of the workflow, the “Details” button to get more information and the "Run" button to start execution

· Description: Description  of the workflow

· Version: Version of the workflow

My last executed / My most recently run workflows

· Workflow: It includes the name of the workflow, the “Details” button to get more information and the "Run" button to start execution

· Description: Description  of the workflow

· Version: Version of the workflow

· Last Execution: Shows day and hour when the last execution occurred

My domains workflows

· Workflow: It includes the name of the workflow, the “Details” button to get more information and the "Run" button to start execution

· Description: Description  of the workflow

· Version: Version of the workflow

My role most popular

· Workflow: It includes the name of the workflow, the “Details” button to get more information and the "Run" button to start execution

· Description: Description  of the workflow

· Version: Version of the workflow

· Executed: Number of times the workflow has been executed

My role last executed

· Workflow: It includes the name of the workflow, the “Details” button to get more information and the "Run" button to start execution

· Description: Description  of the workflow

· Version: Version of the workflow

· Last Execution: Shows day and hour when the last execution occurred

Search by ontology

To use this searching option it is necessary to execute an applet. As explained in the "Introduction" chapter, it is necessary to use the mechanism of digital signature which envisages the insertion of a Certificate of Guarantee for the user. When he finds a signed applet he receives a notice from his browser and he can decide, examining the certificate, if trusting or not the person who created it, allowing or denying its execution. (Figure 7).
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Figure 7: Security message displayed by the browser before executing the applet.

This applet has the task of graphically showing the set of key-words of the Ontology used to perform the search (Figure 8).
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Figure 8: Display of keywords for the search of the workflow.

Wherever the field allows this option, it is possible to perform also a multiple choice pressing the "Shift" key.

After having selected the keywords, pressing the “search” button under the table will start the searching process (Figure 9).

The resulting table will include the following fields:

· Name: It includes the name of the workflow, the “Details” button to get more information (in case of a workflow), the "Run" button to start execution (in case of a workflow) or, alternatively to the other 2 buttons, the button to see in which workflows it is used the processor or the web service

· Description: Description of the workflow

· W/P: It signals the distinction between Workflow and Processor or Web service (element of a workflow).
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Figure 9: Results of a Search.

Chapter 3 – Workflows execution

To execute a workflow it is possible to click on the “Run” button in the initial search table (Figure 4), or in the page of details (Figure 5), from the tables derived from the selection of the various searching methods (e.g. “Search by ontology”, Figure 9). At the end of the processing , performed in background, the results will be displayed. In particular, the system allows to select the overall result and the partial results.
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Figure 10: Termination of a workflow processing.

Selecting the link “workflow output”, as shown in the figure above, it is possible to activate the applet which, by means of the installed library, will display the results (Figure 11).
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Figure 11: Windows for the display of results.

This window displays the option “Save to disc” which allows to save the results on the local machine giving the possibility to specify the directory, the name and type of the file (Figure 12). The file can be saved in XML format or in a generic format (“All files”).

Once the visualization of results (and possibly the saving on the local disk) is terminated, it is possible to close the window and go back to the web page used to load the applet. From here one can return to the result display window by means of the "Back" button placed in the Working Area (Figure 13).

The procedure for the visualization of the intermediate results is identical to the one just explained.
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Figure 12: Saving the results on the local disk.
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Figure 13: Page for returning to results  visualization.

If the processing is performed in background, i.e. its execution time exceeds the waiting time specified by the administrator, it will be shown a warning message (Figure 14). At the end of the processing the user will receive an e-mail specifying the link to the result page (Figure 15).
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Figure 14: Warning message for background execution.
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Figure 15: E-Mail sent to inform the user of the completion of the workflow processing.

Chapter 4 - Management of the Results

After having executed a workflow, besides the visualization of the results, it is possible also to save them in 2 different modes, temporary or permanent. In the first case the data will be maintained for a limited period of time (pre-defined in the configuration file "conf.txt"); in the second case they will be permanently stored. The results saved in the 2 different modes will be visualized with different colours: 

· Red = Data not saved

· Blue = Data temporary saved 

· Green = Data permanently saved

It has been implemented a mechanism for the purging of temporary data and session data. Therefore, the data not permanently saved (immediately or within a limited period of time defined in the configuration file "conf.txt) will be lost. The application is able to manage the different types of saving (both in terms of database structure and in terms of human-machine interface with the use of different colours) 

To manage the saving of the data, some buttons have been inserted in the working areas: (Figure 16): 

· Select All = Used to select all the results on which the same type of saving will be applied

· Save = It allows to perform the permanent saving of the selected results

· Save temporarily = It allows to perform the temporary saving of the selected results

· Delete = Cancel the selected results

To understand the way in which the results have been obtained it is possible to visualize in a new window the diagram of the workflow just executed (Figure 17).

To save only some results it is possible to elect them placing the cursor on the related bix and clicking the left button of the mouse. In the box it will be immediately shown a sign (() to indicate the selection performed.

Note that to visualize the results just obtained after the execution of a selected workflow it is sufficient to place the cursor on the red writings and press the left button.

To recall the saved results, related to old executions, it is possible to use the yellow-coloured buttons placed in the Functions Area. These buttons represent four different operations relevant to the results management.

· All available results: Visualize all the available results 

· Unsaved results : Visualize all the non-saved results related to the ongoing execution.

· Temporary saved results: Visualize all the results temporary saved.

· Persistently saved result: Visualize all the results permanently saved.
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Figure 16: Results page.
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Figure 17: Scheme of the executed del workflow.

To enhance security, besides having defined two different saving modes (permanent and temporary), a third possibility has been inserted, used exclusively by the system in special situations. In local, the session results could be lost if (because of a mistake or a forgetfulness) the user closes the window of the browser without saving the results, or the working session ends.

Therefore, the application has been designed to save the session results. On the contrary, if , after the completion of a run, the user performs a "logout", the session data will be lost, because it is assumed that the user has no interest in the obtained results and is aware that (s)he will loose the data performing this operation of exit from the portal.

Note that only when all the results are visualized the different types of saved data are indicated with the different colours (Figure 18). In all other cases, when the single subsets of data are being considered, the "classical" colour for hypertext links (blue) is used.
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Figure 18: Page showing all the available results.

A feature common to all the result management pages is to have the same strcture: 

· Name of the type of function activated;

· Short description;

· Table composed by three columns:

· Execution Details = date and time of execution, name of the workflow e diagram of the workflow)

· Workflow Inputs = number of input data and relevant values

· Results List = List of the results including workflow output and results of the intermediate steps

· Buttons to modify the saving state (e.g. form session saving to permanent saving, from session saving to temporary saving, from temporary saving to permanent saving) placed at the end of the list of results.

Chapter 5 - Modification of the personal profile

To modify the personal profile it is necessary to use the “Edit your profile” function, accessible from the green button in the Functions Area (lower left).

The profile modification page is made up by 2 sections: in the first one the data needed for the authentication (and therefore for the access) are grouped, while the second contains personal information.

More specifically, in the first section the following fields have to be filled:

· "Username": Insertion of the username (alphanumeric characters)

· "Password": Insertion of the secret password used to access the portal (6 or more alphanumeric characters).

· "Re-type Password": Repetition of the secret password.

In the second section the following fields have to be filled: 

· "First Name" (alphabetic characters)

· "Last Name" (alphabetic characters)

· "Role" (list of single-choice entries, for example: biologist, oncologist, other)

· "E-Mail Address" (according to the formalism userlogin@domain.suffix)

· "Domain": field of research of the user (list of single-choice entries, for example: Any, Clinical Studies, DNA Studies, HIV Studies, etc.)

· "News": It allows to choose if the user wants to receive news information form the portal (Yes/No mutually exclusive choice)

To allow a user to access the portal as "administrator" it is necessary, for security reasons, to insert this option directly inside the database.

As you can see the profile modification page is identical to the registration page previously presented. The only difference is that in the registration page the fields are all empty, while in the modification page they are already filled with the values specified during the registration phase. The Username for the access to the portal cannot be modified, all the other data can be.

[image: image20.png]2 02! Project - Microsoft Internet Explorer [i=1[E3
Te it Vew Fevotes ook Hebs 3

Q- O ¥ @) @ Osearen Fpravones @‘B.@é - UH# 3

Ackress | €] htp149.132.158.111:6080o2ichange_profie o VB ks
0,1 (Oncology over Internet) Project
Your personalized project research web site.

R: admin

All workflows list .
Username: admin Choosing your password
My last executed You will use this information to
T e Password: (Must be s characters or mare) AC6255 0,1 Bach fine
My role most popular Cap\tahza‘tmn matters for your
Re-type Password: password!
My role last executed

Search by ontology

gouf

Info about you
Please give Us some information
about you

First Name: |Daniele

Last Name: |Vigano'
Role: [other

E-Mail Address: |admin@emsilit

Ll
il

Edit your profile

Z|
2

Clinical studies m

Microbiolagy v

Do you want to receive news through your e-mail address?

Oves @No

Dom

Subrmission of this form will constitute your cansent the collection and use of this information.

ct





Figure 19: Page for the modification of the user's profile.
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